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FATY FRAV b

URL45I ABEE i i ization? ode&scope={X 37— F]&client_id={# 54 7 > FID}&state={R 7— kfE]&redirect_uri={"J ¥4 L'~ FAURL] |
BASIEEE i ization? =code&scope={R 31—} &client_id={7 54 7> kD) &state={RT— hfiE}&redirect uri={1) &1 L% FFAURL} |

Jatan HTTPS

HTTPA Y v F GET

ST XF 35 A — 5 BT RAKTH
client_id [@) I3AT Tk 1 128

(%’I?ib{$ﬁlll %17?’6&&[‘1!10}10)

redirect_uri [¢) BEHARET SRAI—FEJFALY FT27-0DRI 1 256

BANBRFFHOVFTALY FRITHD I ENBE, TAUNDBEETS—LRYET

response_type [@) BAJOo—447 B -
“code”BEE. (Authorization Code Flow)

scope [¢] BERENDT I L AHERERT A2—TID 1 256
BHEET DIHEEFARR—ARY Y [CTER

EIYFRA Y bORIA—TRETLENONPIHHBESE

(EARHFAPIOR =T & HEARIFAPIORI—TERABICIEET 5 LR>TEEEA)

4l : private:account private:virtual-account (COFEIERIBRIER. RAASOEIFERBIIER)

state [@) HHICTHEE (BEBREGEOHMTHIESIN S SV FLE) 1 128
CSRFsRE LCR— Dty arThd I LE2HRT 2-OICHATHER

1) TR +E{KHI [GET /ganb/api/auth/v1/authorization?
client_id=b3E5hpXF IMbCutYhFi07
&redirect_uri=https%3A%2F%2Fc|ient. example. orgh2Fcb
&response_type=code

&scope=pr ivate%3Aaccount%20private%3Avirtual-account
&state=af0ifjsldkj

HTTP/1.1

Host: api.gmo-aozora. com

T2

mERR YEALY b

HTTPAH S ¢ = T BT RAHTH
code [¢) IV FA—HIZKYRA G ShiBaIc. RTEShHRBAI—F 1 128
state [¢) BERBICEESNEEZTOFFRAT 2 1 128

HHICTERBERA—THD L &R

LRARY ZEWHF [HTTP/1.1 302 Found

Location: https://client. example.org/cb?
code=Sp|x10BeZQQYbYS6WxSbIA
&state=af0ifjsldkj

I5—n&ER=*X  Bad Request., FhzIFUFALY b+

HTTPAR T ¢
HITPRF—4 R 2- /"5 *—4 % Bl BT RAHTH
400 954F7 2 MEERATRE, UFA LY FRINTIE
302 HTTPA00B LI DTS — DB E
error [e) I5—a—F — —

= invalid_request : BR/SS A —ADFE (WE/NTA—FDENE) KBE/INTA—2 F—DHREHI% LG E (400
- access_denied : ) V—RAFAENBAY—/1\NEREETE

+ invalid_scope : R & hf=scopent, M. KA
- server_error : API-GNH-—/NICTI 5 —HEE

error_description I5—RA% (ASCITa— F T%x20-21 / %x23-5B / %xbD-7E) DEED X Fi&) - -
error_uri I5—I22WThHEMEREZTWebX— T DRI - -
state €] BR/NS A —F Dstate 1 128

LRARY ZEHBF [HTTP/1.1 302 Found

Location: https://client. example.org/cb?
error=invalid_request
&error_description=Unsupported%20response_type%20value
&state=af0ifjsldkj
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EES

URL#1 ora. com/ganb/api/auth/v1/token |
FASEEREE https://stg-api. gmo-aozora. com/ganb/api/auth/v1/token |

Jatan HTTPS

HITPA Yy K POST

HTTPA v &

HTTPAR T ¢

) TR FEEH

3

=
AR
HTTPA v &

HTTPAR T ¢

L RR Y 2 B

TI—EERR

HTTPAR T ¢

M RAMTH

Content-Type app | ication/x-www—form-ur lencoded

9547 L Fl DBas i cEBILIE - -
(DSA4F72FIDEGSATU Y=Ly bE"" (A0Y) TEFHEL, BasebdToa— FLIELDERE)

) ERELEBARLY
SRFRETE

Authorization

BANCBHT D (V547 MRBIEAR] (T7client_secret_basi
95472 FREEAR] (Z7client_secret_post” (/85 4 —4&

il /M7
author ization_code”[& & -

grant_type [e) -
code [} RATY FRA Y M TERASRAML BT —F 1 128
redirect_uri [¢) BEHARET SRAI—FEJFALY FT27-0DRI 1 256
FHICEBREFADVEALY FRITHDZEHNRE, TAUNDERIIS—EHYET
XEBATY KRS Y FEREO lredirect_uri] ERLCHE
client_id 9547 D (RHZEAOER) 1 128
(HAMNBATRKTT 2HELEATOID)
BANEBHTD (V5472 %1 IZ"client_secret_basic”
95472 BEEAR] (Z7client_secret_post” (/85 A —4& —F
client_secret FSATURV=F Ly (#% HOEH) 1 128

(HHMNBRIZRTT ERMATOS—I LY )

BANCBHET D (V547 MRBIAEAR] (T7client_secret_basi
95472 FREEAR] (Z7client_secret_post” (/85 4 —4&

POST /ganb/api/auth/v1/token/ HTTP/1.1

Host:api. gmo-aozora. com

Content-Type: application/x-www-form-ur |encoded

Authorization: Basic YjNFNWhwWEZsTWJDAXRZaEZpMDc6W | didmgwdGpOY jFYam1GQXUxTGh2d2R3V jYzdGMOc Ip1d3dr TWYzbQ==

grant_type=authorization_code
&code=Sp|x10BeZQQYbYSEWxSbIA
&redirect_uri=https%3A%2F%2Fc|ient. example. orgh2Fcb

JSON
il M RAMTH
Content-Type [e) application/json;charset=UTF-8 - -
Cache-Control [} no-store - -
Pragma [e) no-cache - -
/M7
access_token [e] TOEA =DV 1 128
FAPI ZERT B x-access—token) ISRET H1E
refresh_token [¢) HLOWT IR F—I U EBRBT ARICERT 2Ly a k=5 1 128
scope [e) TOERA M= VICRfF<FRESNF-RO—T 1 256
token_type [@) EfTenfzb—o25847F - -
“Bearer"EE
expires_in [@) TOEX =0 D OBFNHR FEL) 1 20

HTTP/1.1 200 OK

content-type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
“access_token”: “ST1AV32hkKG",

“refresh_token”: “8xLOx8tZp8”,

“scope”: “private:account private:virtual-account”,
“token_type”: “Bearer”,

“expires_in”: 2592000

HTTPZ 5—% Z 21— K400 (Bad Request) . application/jsonb X TL ARV RART A ~AEHLNET .

/M RAMTH

HITPRT—BR2-INFA—8%&

400 54T MERAFE, JTA LY FRIBTE
error [} I5—a—F, - -
- invalid_request: BR/XS A —AMNTRE (BA/INFA—2 : IXNTA—FF—BRE L, K5 A—2DEHMNZE)
sinvalid client: IEEENFVSAT U b, F12E9 54 7 2 MERMTE
- invalid_grant:BAI3— FARE. Y% 4( LY FRINTE
- unauthorized client: 254 7> M4 5> k% 4 Fauthorization_codeDFIFAZEHAT S TILVAEL
- unsupported_grant_type:API-GWASHR— k LTLVEWT SV a4 THEES i
- invalid_scope: fEE SR aA—THFE
- server_error :0PH—/NTIS—hFELE
error_description I5—A% (ASCITa— F T%x20-21 / %x23-5B / %xbD-7E) DEED X Fi&) - -
error_uri I5—I22WThHEMEREZTWebX— T DRI - -
LRARY ZEAH| [HTTP/1.1 400 Bad Request

content-type: application/json;charset=UTF-8

Cache-Control: no-store
Pragma: no-cache
“error”: “invalid_request”,

“error_description”: “Unsupported response_type value”
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I APIERRE EANEAT AN — VTV FRA v (FORR =Y VERTH)

EES

URL#1 REBRE https://api. gmo-aozora. com/ganb/api/auth/vi/token |
FASEEREE https://stg-api. gmo-aozora. com/ganb/api/auth/v1/token |

Jatan HTTPS

HITPA Yy K POST

HTTPA w & BT RAHTH
Content-Type [e) app | ication/x-www—form-ur lencoded - -
Authorization 9547 > MBI DBasicFGEE - -
(D47 RDEISATURS—L Y bE"" (20Y) TEMEL, Baseb4Toa— FLIELDEHRE)
BANCBHT D (V547 MRBIEAR] (T7client_secret_basi
95472 b@BIEAR] IZ7client_secret_post” (/85 4A—%
HTTPARF ¢ il /M7
grant_type [e) refresh_token”E & - -
refresh_token [@) F=S TV FRA U FRET) STEHALRMLEZVILY S F—F Y 1 128
client_id 9547 D (RHAZEADOER) 1 128
(HAMNBATRKTT 2HEEAITOID)
BANCBHT D (V547 MRBAEAR] (T7client_secret_basi
95472 FREEAR] (Z7client_secret_post” (/85 4 —4&
client_secret FSATURY—=F Ly (#% HOEH) 1 128

(HHMBRIZRTS DA

BHNBRTD (V547> %1 IZ"client_secret_basi
95472 FREEAR] (Z7client_secret_post” (/85 4 —4&

—JLvh)

) ERELBABRETE

1) TR +E&KHI [POST /ganb/api/auth/v1/token/ HTTP/1.1
Host:api. gmo-aozora. com
Content-Type: application/x-www-form-ur |encoded

grant_type=refresh_token

&refresh_token=8xL0x8tZp8

&client_id=b3E5hpXF IMbCutYhFi07
&client_secret=ZWbvhOt jtb1XjmFAulLhvwdwV63tc4r ZuwwkMf3m

ERR Th=5> FRFET) I OBEER—.
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I — T UAPIERE EANEPAT AN 1 —F—EHT S FRA > b

URLY AERE

B S IR 52

Jatkan HTTPS

HITPA Yy K GET

HTTPA v &
Authorization [@) F—J TV RRA Y MSTEHRASRMLEZT IR =S
£ EH - Authorization:Bearer {7& X b—4 U}

%IME 5 K H

128

1) TR +E{KHI [GET ganb/api/auth/v1/userinfo HTTP/1.1
Host: api. gmo-aozora. com
Authorization: Bearer S1AV32hkKG

s

BERR JSON

HTTPA w & M RAMTH
Content-Type [e) application/json;charset=UTF-8 - -
Cache-Control [} no-store - -
Pragma [e) no-cache - -

HTTPAR T ¢ il /M7
sub ¢} BASNEIY FI—FERT #BAT. ! 128
iss [@) LARVZDRERFTEDFOD Issuer @AIF, (F—Y U ORTHE) 1 256

API-GWO) Issuer Identifier URLFZRTE,

aud [¢) D=9 UERRET BAudience, 1 128

(T FA—YRRBALII AT DI SAT > FID)

LRRY ZEH| [HTTP/1.1200 0K
content-type:application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

“FDSAHAYT4HDASDYBWHRTE72AGHJGU”,
https://stg-api. gmo-aozora. com/”,
b3EShpXF IMbCutYhFi07”

“sub”:

IS5—iERRX  HITPRF—4 Xa— K400 (Bad Request) . application/jsonfsXTCLARVARTF A ~AEDLNET .

HTTPAR T ¢
HITPR T —B R a- N5 *A—42% BT RAHTH
400 95472 MERAFE, JTA LY FRIATE
error [} I5—a—F - -
- invalid_request: BR/NS A —EMRE BANTA—F  NFA—FF—BERGL. NFTA—2OENE, NFA—2F—FFLGL)
- server_error :0PH—/NTIS—hFELE
error_description I5—A% (ASCITa— F T%x20-21 / %x23-5B / %xbD-TE) DEEDXFi&) - -
error_uri I5—I22WThHEMEREZTWebX— T DRI - -
401 (k1) [Bearer F—% S AR
Bearer realm realm="NC7000-3A-0C" - -
Bearer error error="invalid_token”:J ¥ TR FIZA < Fh daccess_token NEFELLEVNELE. HHTREHEL - -
Bearererror I5—A% (ASCITa— F T%x20-21 / %x23-5B / %xbD-7E) DEEDXFi&) - -
_description
403 9547 MEBATE, JHA LY FRIATE
error error="insufficient_scope”: 7V L X#ERMNFTE L TL'D - -
error_description I5—A% (ASCITa— F T%x20-21 / %x23-5B / %xbD-7E) DEED X Fi&) - -

L AR ZEAKH| [HTTP/1.1 400 Bad Request

content-type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
“error”: “invalid_request”,
“error_description”: “Unsupported response_type value”

¥1: COTS—NBAEFTS—HNEZE Wil-Authenticateny &) IZ5EF

LRKRY ZEAH| [HTTP/1.1 401 Unauthor ized

Content-Type: application/x-www-form-ur |encoded; charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

WWW-Authenticate: Bearer realm="NC7000-3A-

8CHE3%B2%A8%E3%83%A%E3%83%BC”

0C”, error="inval id_token”, error_descr iption="%E3%82%A2%E3%82%AF%E3%82%BB%E3%82%BI%E3%83%88%E3%83%BCHE3%B82%AFBE3%B3%BIHECLA4%ICHEBNABHBCHEERICHBINESHBALBIKEE%ICHIFHEINIINI0%ES%BB%RBTHE3%82%
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